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• The usage of AI in cybersecurity has been in place since the 80s 
• Network protection (e.g. DOS detection)

• Endpoint protection (e.g. malware detection) 

• But Large Language Models (LLMs) can achieve general-purpose 
language generation and other natural language processing tasks
• Classification 

• Entity extraction 

AI Capabilities

2



• Traditional solutions have been based on scrapers 

• You need one scraper for each market 

Entity Extraction with LLMs
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• LLM alignment and censorship. Ideological bias 

AI (GenAI) Challenges 
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• Ideological bias 

AI (GenAI) Challenges 

5



• Privacy 

AI (GenAI) Challenges 
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• Hallucinations

AI (GenAI) Challenges 
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• AI is not bulletproof 
• Hallucinations can and will happen 

• Human validation and input it is still and will be necessary 

• Privacy is a concern and a necessity in Police investigations 
• Solution: Self-hosted models 

• Metrics and experiments are crucial
• We need to follow a scientific method with novel implementations of decisions 

systems

• AI (LLMs) offer a new way to interconnect databases and knowledge 
• New technologies (i.e. MCP servers) introduce multiple security concerns

Conclusions & Future
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