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The Vision: Building Sustainable Digital
Societies through Al

* Digital sustainability= security + trust + inclusion

* Al transforms cybersecurity: from detection and response to building
resilient, ethical systems

* Human in the loop, explainable, and privacy-preserving Al are the
foundations
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-thical and Inclusive Cypersecurity

* Trustworthy Al starts with ethics-by-design: explainability, fairness,
human in the loop

* Inclusion and diversity make systems more resilient and fairness

* Example: Gender-aware anomaly detection avoids blind spots and
bias

* Privacy-preserving analytics ensure protection of both systems and
citizens
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—rom Reactive to Proactive and
Collaporative Deftence

* Al enables early detection and anticipation of cyber threats

e Resilience = learning and adapting continuously

* Example: Al-driven correlation of weak signals in loT and industrial
networks to predict attacks

* Collaboration is essential — as in PRESERVE, where privacy-preserving
Al helps law enforcement cooperate securely across Europe.
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